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ABSTRACT:

KEYWORDS

Visual cryptography technique 
encodes the information in such a 
way  t h at  d e co d i n g  ca n  b e  
performed by human visual system 
without any intricate decoding 
process. It is a special encryption 
technique in which any text/secret 
which has to be encrypted is taken in 
the form of images. It slice image 
into randomly looking noise called 
shares, which when stacked 
together in any manner with proper 
alignment reveals out the secret. As 
visual cryptography, is a secure 
method for transmitting secret, but 
it has its cons also. If someone gets 
access to all shares, he/she can 
divulge secret easily. The proposed 
technique first encrypts the secret 
using a symmetric key and then 
divides the secret into shares. After 
overlapping of shares, secret is not 
appears, until the symmetric key is 

not known. This paper discusses multi secret sharing schemes in which m secrets can be implanted into 
m shares, hence reducing memory wastage and enhancing security.

Multi Secret Sharing Scheme, Hybrid of Symmetric key and Visual Cryptography, Image Steganography, 
Visual Cryptography.
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I.INTRODUCTION: 

II.RELATED WORK

Figure 1: Shares used by Naor and Shamir in(2,2) VCS

To prevent information forged by unauthorized person is most critical demand in present days. As the 

internet user is growing exponentially due to advance in information technology and instant access, this 

demand become more significant. Most widely used technique to prevent unauthorized access & misuse of 

information is cryptography. Cryptography is the study and implementation of techniques to hide 

information, or simply to protect a message or text from being read. The process of making the information 

unreadable is encryption, reversing this process and retrieving the original readable information is called 

decryption. Yet encryption and decryption process in cryptology needs complex computations. Generally, 

efficiency and cost of Hardware/Software performing decoding is proportional to security of encryption 

algorithm.

In order to secure data and reduce computation, Naor and Shamir introduces the concept of Visual 

cryptography. Main feature of visual cryptography scheme(VCS) is that it does not need mathematical 

computation to decode the original secret. A (p,n)-threshold visual cryptography scheme[6] in which a secret 

is chopped into n pieces (called shares) such that for 2=p ≤ n and delivers them to n participants. If someone 

has only p-1 shares then no information about secret leaks. At least p no. of participants can reveals the actual 

image if their shares are stacked properly in proper orientation. But fewer than p shares gets no information 

about the secret. This is referred as ‘p out of n’ VCS [2] and symbolically written as (p,n) VCS. One drawback of 

this scheme is the share size which is 4 times the size of main secret, hence consumes more bandwidth at time 

of transmission as well as more storage. 

The main problem of mostly visual cryptography scheme for binary image is that the decrypted image 

size is larger than original and also some security issues are present. The proposed VCS have tried to 

overcome both issue. In the proposed scheme m secrets can be implanted into m shares, and the size of 

shares is same as original while security is provided using the concept of symmetric key encryption, hence 

reducing memory wastage and enhancing security.

Visual cryptography developed by M. Naor and A. Shamir described general (p,n) VCS. When shares 

are combined using OR/XOR operation, grayed secret image recovered. They designed (2,2) VCS using 4 sub 

pixels, it means one pixel of original image generates 4 subpixels in each share. Hence share size is 4 times as 

original. Here are some generated share for their (2,2) scheme[3][6].

Tai-wen Yue and Chiang[8] introduces a modified scheme in which the share dimension is twice of 

original in horizontal direction while remains same in vertical direction. Its contrast is same as Naor and 

Shamir 2 out of 2 scheme.

HYBRID SCHEME FOR SECRET SHARING USING SYMMETRIC KEY AND MULTI SECRET SHARING
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Figure 2: Shares used by Tai-wen and Suchen Chiang

Figure 3: Flowchart of (2,2) VCS

III.THE SCHEME

In 1998, Chen and Wu proposed a novel (2,2) threshold visual cryptography scheme. The first secret 

image is decrypted by stacking two transparencies. And the second one is decrypted in same manner but one 

share is rotated. The process for creating shares for both secrets is shown below. Sender distributes share A 

and B between two participants and for decryption with present two participants, by stacking share A and B, 

secret image 1 appears and stacking share A on share B with 90 degrees rotation in clockwise then secret 

image 2 appears.

All the above mentioned schemes increase the size of shares and loss visual fidelity.

VCS is used to make data secure by dividing secret image into a number of shares. These shares are 

distributed among authorized participants via different transmission mediums. So that intruder has less 

chance to forged or intercepts data. But it is not more secure, if someone gets access to all shares, he/she can 

easily decrypt the secret. This can be made more secure by introducing a symmetric key for encryption and 

decryption both.

The proposed scheme consider security of secrets in terms of encrypting it with the help of 

symmetric key, hence if someone access all the shares in unauthorized way, he/she cannot decrypt it 

completely without symmetric key. This scheme manages security as well as decrypted secrets are of same 

size as original. The scheme is divided into three parts:
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©Encryption of original secrets using symmetric key.
©Generation of Shares
©Decryption of Secrets.

Two secret image and key to be transmitted are inputs for encryption process. It should be noted that 

key size is much less than image size.

•Divide images into blocks such that block size equals to key size.

•Each block is XORed with key and then placed again in its original position.

Now, encrypted image is divided into shares using visual cryptography.

To overcome the increasing size problem, following approach is used for share generation. By 

considering 4 pixel of input image at a time and then generating 4 output pixels for each share [5]. There are 

16 cases which are in following 5 Categories.

A.Encryption Process

B.Share Generation

TABLE I

CASES FOR SHARE GENERATION

HYBRID SCHEME FOR SECRET SHARING USING SYMMETRIC KEY AND MULTI SECRET SHARING
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Shares and symmetric key is transmitted to the receiver. We can also divide the symmetric key into shares for 

more security.

At Receiver site, first encrypted secret is recovered by stacking two shares and the second one is 

recovered in the same manner but rotating first share. Decrypt the images as below

•Divided into blocks such that block size equals to key size.

•Each block is XORed with key and then placed again in its original position.

Now original secret images are recovered.

Visual cryptography provides a secure way to transfer images. The advantage of visual cryptography 

is that it exploits human eyes to decrypt secret images with no computation required. The Multi Secret 

sharing schemes increases size of decrypted image and security gets ruined if someone has access to all 

shares. The proposed scheme improves with respect to size and security with a limitation of aspect ratio of 

original image cannot be maintained.

As conclusion it can be said that; the proposed visual cryptography scheme is undoubtedly fine and 

fantastic to use where size and security of original secret is of more concern. But, this scheme increases some 

kind of computation at time of encryption and decryption. This scheme is best suitable for pictures having 

secret in the form of text. This technique can be applied to many applications in real and cyber world.

This scheme can be extended for colored images. Instead of symmetric key stream cipher can be 

applied for encrypting images. 

C.Decryption Process

Encryption Process                                                               Decryption Process

IV.CONCLUSION AND FUTURE SCOPE

HYBRID SCHEME FOR SECRET SHARING USING SYMMETRIC KEY AND MULTI SECRET SHARING
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